NetXRay 3.0.0 Release Notes



_______________________________________________



NetXRay README FILE

NetXRay Version 3.0.0

(C) Copyright 1995-1997. Network General Corporation

All rights reserved.

______________________________________________



This file includes important and updated information for users of NetXRay. The information in this file is more up to date than the manual. Some notes are uniquely applied to Win 95 or NT only. Please read them carefully.

________________________________________________



Special Upgrade Note for Existing NetXRay Users

________________________________________________



1. The new NetXRay 3.0 includes new DLLs and new System drivers which are not compatible with the NetXRay prior releases. It is recommended that you should un-install your current NetXRay first, then re-install the latest NetXRay 3.0. Please refer to your NetXRay User's Guide or this release note regarding how to un-install NetXRay from Windows 95 or NT.



2. NetXRay driver NETXRAY.SYS for NT has changed. This version of the NETXRAY.SYS (3.0)  is no longer compatible with the older NETXRAY.SYS. You must follow the steps as outlined in the manual or this README file Section 4 to un-install old NETXRAY.SYS completely before attempting to re-install NetXRay. Otherwise, you may encounter GPF trap when you run NetXray.



________________________________________________



Compatibility

________________________________________________



1.	This version is not compatible with WebXRay version 1.1.0 or earlier.  Do NOT install it in the same PC as WebXRay. Please request an upgrade to 1.2.0 from Cinco Networks.

________________________________________________



Installation Procedures for NetXRay

________________________________________________



Installing New NetXRay in Windows NT 4.0 or Windows 95 Using Floppy Disk



The following procedure explains how to install NetXRay in Windows NT 4.0 or Windows 95.



1.	Insert NetXRay Disk 1 in the floppy drive.

2.	Click the Start button, then click Run....

3.	Enter drive letter:setup where drive letter is the physical drive letter where Disk 1 resides and click OK.

4.	Enter your name, company name, and the full 18 characters of your serial number including the two dash (-) characters. Click Next. All the characters of the serial number are case sensitive. You must enter them as printed on the registration card. 

6. 	Follow the instructions on your screen until NetXRay is installed successfully.



Installing New NetXRay in Windows NT 4.0 or Windows 95 Using CD ROM



The following procedure explains how to install netXRay in Windows NT 4.0 or Windows 95.



1.	Insert the NetXRay CD in CD-ROM drive

2.	If Setup is launched automatically, go to step 5.

3.	If Setup fails to launch automatically, click the Start button then click Run....

4.	Enter drive letter:setup where drive letter is the physical drive letter where the CD resides and click OK.

5.	Enter your name, company name, and the full 18 characters of your serial number including the two dash (-) characters. Click Next. All the characters of the serial number are case sensitive. You must enter them as printed on the registration card. 

6. 	Follow the instructions on your screen until NetXRay is installed successfully.



Un-installing NetXRay Software from Windows NT4.0 or Windows 95

Using the following procedure to uninstall NetXRay from Windows NT and 95.

1.	Select Control Panel from Start button.

2.	Double click the Add/Remove Programs icon.

3.	Click NetXRay to select.

4.	Click Add/Remove.... button to start removing NetXRay.  Click Yes.

5.	Click OK when un-install completes.

6.	Restart your system.

Notes

•	NetXRay creates additional data files, e.g. Network Address Book, packet capture files saved, in its local directory. Since these files do not exist during installation and are not registered by the SETUP program into a log file, the Un-install program will not be able to remove them. You need to manually review and remove them yourself.



Installing NetXRay Upgrade Software in Windows NT 4.0 or Windows 95



1.	If you have already installed an older version of the NetXRay, please refer to the appropriate NetXRay User's Guide Chapter 2 about how to uninstall NetXRay from your system.

2.	Then refer to the section "Installing New NetXRay Software in Windows NT 4.0 or Windows 95" earlier about installing NetXRay 3.0.



________________________________________________



Enhancements added in 3.0

________________________________________________



1. A a part of the packet decode, users can now perform various post capture statistics analysis on the capture buffer. The visual filter in the peer map gives you a powerful method of post filtering the capture buffer.



The new packet decode gives user the ability to perform network statistical analysis on the packet capture buffer. These functions are summarized below:

·	Matrix statistics in MAC, IP, and IPX levels. The summary is viewed in peer map, node table, detail table, bar chart or pie chart.

·	Matrix peer map provides a birds-eye view of the network conversation in traffic load and protocol type.

·	Visual filter in matrix is a powerful tool to allow user to filter out unwatned traffic quickly.

·	Host statistics in MAC, IP, and IPX levels. The summary is viewed in node table, protocol table, bar chart or pie chart.

·	Protocol distribution statistics in MAC, IP, and IPX levels. The summary is viewed in table, bar chart or pie chart.



2. New RMON-2 like network layers IP and IPX, and application protocol real time statistics are added with bar and pie chart to view the top-N busiest network nodes. The real time peer map gives a birds-eye-view of network conversation traffic in a glance.



The new real time statistics monitor collects the following statistics:

·	Matrix conversation statistics in MAC, IP, and IPX levels. The summary is viewed in peer map, node table, detail table, bar chart or pie chart. Additional IP and IPX application level protocol statistics for each conversation pair are also collected.

·	Matrix peer map provides a birds-eye view of the network conversation traffic load and activities in real time.

·	Host statistics in MAC, IP, and IPX levels. The summary is viewed in node table, protocol table, bar chart or pie chart. Additional IP and IPX application level protocol statistics for each host node are also collected

·	Protocol distribution statistics in MAC, IP, and IPX levels. The summary is viewed in table, bar chart or pie chart.



________________________________________________



Information

________________________________________________



1.  Special Token Ring Set Up Steps



Please bypass this section if you have NetXRay/E (Ethernet) version.



Running NetXRay requires that you set your Token Ring Adapter to promiscuous first. Contact your NIC vendor if you are not sure about its support for promiscuous mode.



Currently, Madge, Olicom, Intel TokenExpress and Thomas Conrad cards have been tested.



Note: Adapters not supported: IBM 16/4 Token Ring card and NIC card using IBM or National's Tropic chip set.



1.1 Set up Madge Token Ring Adapters

First, you must install version 4.3(1) of the miniport driver from Madge. If not please contact Madge technical support.



Madge Token Ring Ringnodes

	* to enable promiscuous, you need to open the Network icon,

	Select Madge adapter,

	(Win95) From the property page, change "GATHER NETWORK STATS" value to "yes"

	(WinNT) Click Configure, change "GATHER NETWORK STATS" value to "yes"



However, if you received the latest version 4.3(2) of the miniport driver from Madge, the "GATHER NETWORK STATS" option has been deleted from the driver's .INF files. Therefore, you can not setup the Token Ring promiscuous mode properly, and will cause NetXRay to hang.



To get a new NETMADGE.INF (for Win 95) or OEMSETUP.INF (for Win NT), you need to contact Madge technical support, or access to the Cinco's FTP server to download the latest Madge miniport driver file MADGE.ZIP. The location of this file on Cinco FTP server is '/ftp.cinco.com/users/cinco/release/1.1/patch'.



1.2 Set up Olicom Token Ring or Intel TokenExpress Adapters



Olicom Token Ring Adapters



Some earlier versions of the Olicom NDIS 3.1 driver may not support receiving all MAC level packets when set by NetXRay in promiscuous mode.



If you experience this problem, you can set a special flag in NetXRay.INI located under Windows 95 directory. This will tell NetXRay to use non-standard method to force Olicom driver to enable receiving all MAC frames:



1.	Invoke the DOS box

2.	Change directory to Windows 95 directory (typically named as WIN95)

3.	Edit NETXRAY.INI

4.	Search for the [NetworkAdapter] section

5.	Add TRingMacFlag=1 below the section header. DO NOT add this flag if you are using other manufacturer's Token Ring NIC.

6.	Save the file and exit.





Intel Token Express Adapters



Intel Token Express card is a private label version of the Olicom card. Use the same set up as described above.



1.3 Setup Token Ring NIC to capture or generate packet size larger than the default size.



It is strongly recommended you reconfigure your Token Ring NIC card's receive buffer size to the maximum allowable size, i.e., 18,432.  This allows NetXRay to capture all packets up to the maximum size allowable. Follow the steps below:



1.	Select Win 95 or NT Control panel, choose Network

2.	Select the adapter of you choice

3.	(Win95) From Advance tab, select Maximum Frame Size, then type in the maximum frame size you wish to capture using NetXRay.

4.	(WinNT) Click Configure, select Maximum Frame Size, then type in the maximum frame size, 18,432.

5.	Click OK, Windows 95 or NT will prompt you to re-boot your system



If your Token Ring card does not contain the above settings, call your NIC manufacturer for setup instructions.



2.  Helpful Hints and Special Notes.



2.1  Running 100 M bit Fast Ethernet



When you use NetXRay in a 100Mbit Fast Ethernet environment, the utilization rate displayed in the Dashboard may show 10 times the normal rate.



This error is caused by a bug in some brands of Fast Ethernet cards.  The cards' corresponding NDIS drivers do not return their speed value to NetXRay correctly.



To remedy this problem, you may manually force NetXRay to use the speed set by you in NETXRAY.INI file. To preset the speed to 100 Mbit:

1.	Invoke the DOS box

2.	Change the current directory to Windows 95 directory (typically named as WIN95)

3.	Edit NETXRAY.INI

4.	Search for the [NetworkAdapter] section

5.	Change OverrideLinkSpeed=0 to 3 (0 stands for auto speed detection, 3 forces 100 M bit speed)

6.	If you change NetXRay to monitor 10 M bit Ethernet later, you must change this setting back to 0.



Other values for OverrideLInkSpeed,



0 	=  Auto Detect.

1 	=  10 Mbit

2 	=  25 Mbit

3	=  100 Mbit

4 	=  155 Mbit

5 	=  4 Mbit

6 	=  16 Mbit

7 	=  56 Kbit

8 	=  64 Kbit

9 	=  1.54 Mbit

10 	=  2.04 Mbit

11 	=  45 Mbit

12 	=  50 Mbit



2.2 Dashboard Ethernet CRC, Jabber, Fragment, and Collision Errors always show zero counts.



These error counters in this version of the NDIS 3.x driver in Windows 95/NT are not supported in most of the Ethernet NIC cards that we tested. We are unable to qualify a vendor to support these error counters thus far. Cinco will continue to work with vendors to ask for their cooperation of implementing these important functions.



A special NDIS driver has been provided by Cinco or the NIC vendor for the following NIC cards to support Ethernet Error counting:

	Cnet: ISA, and PCMCIA cards

	SysKonnet: 10/100 PCI card

	Xircom: 10/100 PCMCIA card



Call Cinco Networks or Visit /WWW.CINCO.COM/ Support to get the latest information on supported NIC cards.



2.3  NetXRay causes system trap (Blue Screen) during startup.



If your Windows 95 does not have any protocol stack, i.e., NetBEUI, IPX, or TCP/IP bonded to the NDIS 3.1 driver, a system trap will occur during NetXRay startup with the following message:



"Invalid VxD dynamic link call from NETXRAY(01) + 00000202 to device "0028", service 8029.

Your Windows configuration is invalid. ...........".



To fix this, go back to Control Panel/Networking icon to bind at least one protocol stack to the NDIS 3.1 driver.



2.4  NetXRay displays Open Adapter Failure during startup.



The following are known causes and remedies for the Open Adapter failure.



Cause: If you accidentally installed the Network adapter driver more than once, NetXRay may pick the wrong driver that fails to open. To confirm that there are two identical drivers installed, Go to Control Panel/System, select Device Manager page, expand the Network Adapter listing. You should see two or more identical drivers listed. Or when you see two identical drivers in NetXRay's Select Network Adapter dialog box.



Remedy: Remove the identical drivers, and re-install your network driver from scratch cleanly.



Cause: If you accidentally installed the Network adapter driver more than once, NetXRay Select Adapter dialog box show two or more identical drivers listed. But Control Panel/Network dialog box only show one driver. Selecting the second driver causes open adapter Open error.



Remedy: The second entry is caused by prior incomplete installation of the NIC card. Somehow the Win95 Registry is left with two of the same entries.



To remove the second one from Windows 95 Registry execute the following:

1. Bring up DOS Prompt.

2. Type: REGEDIT<cr>

3. Select



My Computer\HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Class\Net



4. Open each entry 0000, 0001, 0002, etc. to find the duplicated entry. Delete the second one.



Now netxray should only see one.



Cause: If you migrated your Win 95 PC from an existing Windows for Workgroup 3.11 and were using the Microsoft DLC stack, NetXRay may experience an Open Adapter failure.



Remedy: Go to Control Panel/Network, select the Microsoft DLC stack, and remove it.



Cause: If you migrated your Win 95 PC from an existing Windows 3.1 and were using 16 bit NDIS driver, NetXRay may experience Open Adapter failure.



Remedy: Go to Control Panel/Network, select the NDIS 2.0 driver and remove it.



Cause: NetXRay supports only Enhanced mode 32 bit driver, if you selected Real mode 16 bit NDIS or ODI driver support for your network adapter, NetXRay may experience Open Adapter failure.



Remedy: Go to Control Panel/Network, select your network adapter card, and click Property button. Select Enhanced Mode Driver.



Cause: If you purchased NetXRay for NT system and try to run it in Windows 95, NetXRay will experience an Open Adapter failure.



Remedy: Contact the reseller or Cinco Networks where you purchased NetXRay from and purchase a Windows 95 version.



Cause: If you use a IBM Tropic chipset based Token Ring adapter, it does not support promiscuous mode and  will cause NetXRay Open Adapter failure.



Remedy: None. User recommended Madge or Olicom NIC card.



Cause: If you use Madge Token Ring adapter, and have promiscuous mode turned off as in default mode, NetXRay will experience Open Adapter failure.



Remedy: See section 2.1 of the readme file about how to enable Madge card promiscuous mode.



2.5  3Com 3C595 10/100 PCI card return 100M bit line speed value in 10M network



3C595 returns a line speed value of 100M bit while running in 10 Mbit network. It causes NetXRay to report utilization rate at 10% of the correct value. It is a 3Com driver bug.



To remedy this problem, you can manually force NetXRay to use the speed set by you in NETXRAY.INI file. To preset the speed to 10 M bit,



1.	Invoke the DOS box

2.	Change directory to Windows 95 directory (typically named as WIN95)

3.	Edit NETXRAY.INI

4.	Search for the [NetworkAdapter] section

5.	Change OverrideLinkSpeed=0 to 1 (0 stands for auto speed detection, 1 forces 10 M bit speed)

6.	Re-start NetXRay.



Other values for OverrideLInkSpeed,



0 	=	Auto Detect.

1 	=	10 Mbit

2 	=	25 Mbit

3 	=	100 Mbit

4 	=	155 Mbit

5 	=	4 Mbit

6 	=	16 Mbit

7 	=	56 Kbit

8 	=	64 Kbit

9 	=	1.54 Mbit

10 	=	2.04 Mbit

11 	=	45 Mbit

12 	=	50 Mbit



2.6  Installation Steps to Work with Castle Rock's SNMPc Software



To have NetXRay run properly with SNMPc software, you must install NetXRay first, then SNMPc. Otherwise NetXRay will not locate one of the DLLs required.



3.  CONTACTING TECHNICAL SUPPORT



For more immediate technical support, please call at 510-426-1770 from 8:00 AM to 5:00 PM PST or FAX your request to 510-426-8105. Our Internet E-mail address is support@cinco.com



We are very interested in your feedback about features and enhancements that you would like to see in NetXRay.  If you can't accomplish a certain task, please send us a detailed description by FAX and we will find a solution for you.



4.  KNOWN PROBLEMS



4.1  The Capture duration in Post Analysis may be incorrect.



This will occur when analyzing a previously saved 3.0 packet trace and viewing its Summary information.  The Capture duration may be higher than normal.

 

4.2  IP addresses are not sorted correctly in the Outline or Detail views of the Host and Matrix Tables



IP addresses will not be listed correctly because sorting currently will interpret IP addresses in the tables as textual strings rather than numeric values.  For example, 206.184.23.200 will appear after 206.184.220.200 when trying to sort in ascending order.  On the other hand, 206.184.23.200 and 206.184.23.201 will be sorted correctly.   
















